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“Series of cyber attacks against Geneva lawyers

Several law firms working for the Khrapunov family, Kazakh oligarchs 
living in exile, were targeted by “Trojan Horses” sent from unknown 
sources. A criminal complaint was filed”

“The attack shows a spectacular escalation in cyber attacks against holders of 
economic secrets and legal privileges who thought they had found a safe 
haven in Switzerland”.

“More and more, hacking attempts become the norm in cases where financial 
stakes are high and the parties are at loggerheads”.
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“Did UBS and Wegelin’s funds end up in the Bank Frey?”

“An attorney-at-law from Zurich and a management member of the Bank Frey 
are charged with tax evasion in the US. In one case, money in the form of 
jewellery had been brought back to the US.”
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“The data thief of the Panama Papers probably has a copycat”

“In Geneva a member of the IT staff of the firm Mossack Fonseca was arrested. 
He is suspected of attempting to steal more data from the law firm.”
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 Role of attorney: acting qua lawyer or qua business / commercial capacity?

Cf. Decisions by the Swiss Federal Supreme Court BGE/ATF 135 III 410 of 7 April 2009 para. 
3.3, 114 III 105 of 6 June 1988 para. 3 and No 1B_380/2012 of 20 August 2012 para. 3.1 in 
general and Decision No 1B_85/2016 of 20 September 2016 with respect to internal 
investigations in particular

Clients’ Lawyers Privilege: What is protected by privilege?
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 Who is the client? The RBS Rights Issue Litigation [2016] EWHC 3161 (Ch)

 Communities of interest: Sharp v Blank [2015] EWHC 2681 (Ch)

 Selective waiver & confidentiality agreements: Property Alliance Group 
Limited v The Royal Bank of Scotland PLC [2015] EWHC 1557 (Ch)

 In principle, lack of protection under Swiss law: Cf. Decision by the Swiss 
Federal Supreme Court No 2C_900/2010 of 17 June 2011 para. 1.3 in 
general and Decision BGE/ATF 140 III 6 of 11 December 2013 para. 3 with 
respect to letters sent “sous les réserves d’usage”

 Privilege and debt collection proceedings against the client: Decision by the 
Swiss Federal Supreme Court BGE/ATF 142 II 307 of 9 May 2016 para. 4

Non Clients’ - Lawyers Communications
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 Who is a ‘lawyer’ for these purposes? 

 In-house counsel? 

 Tax advice from accountants?

Cf. R (Prudential plc) v Special Commissioner of Income Tax [2013] UKSC 1

Cf. Decisions by the Swiss Federal Supreme Court Nos 1B_85/2016 of 20 September 2016 and 
1B_101/2008 of 28 October 2008, para. 4.4.1 (for in-house counsel)

 Internal investigations: 

 What is their purpose?

 Who conducts the investigation? Internal lawyers? Outside counsel? Does it 
matter?

Cf. Decision by the Swiss Federal Supreme Court No 1B_85/2016 of 20 September 2016

Lawyers’ Internal Investigations: are they privileged or not?
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 1 Evidence obtained in violation of Article 140 is not admissible under any circumstances. The 
foregoing also applies where this Code declares evidence to be inadmissible.

 2 Evidence that criminal justice authorities have obtained by criminal methods or by violating 
regulations on admissibility is inadmissible unless it is essential that it be admitted in order to 
secure a conviction for a serious offence.

 3 Evidence that has been obtained in violation of administrative regulations is admissible.

 4 Where evidence that is inadmissible under paragraph 2 has made it possible to obtain 
additional evidence, such evidence is not admissible if it would have been impossible to 
obtain had the previous evidence not been obtained.

 5 Records relating to inadmissible evidence shall be removed from the case documents, held 
in safekeeping until a final judgment has concluded the proceedings, and then destroyed

Fruit of Poisonous Tree: Art. 141 Swiss Criminal Code of Procedure : Adminissibility
of Unlawfully Obtained Evidence
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“Search at HSBC in Geneva

Wednesday 18 February in Geneva, the Swiss branch of the private 
British bank HSBC is being investigated for aggravated money 
laundering after revelations from Swissleaks.”

“In the centre of Geneva in the heart of an international financial scandal, 
HSBC would have subtracted billions from foreign tax administrations, 
according to data published on 9 February last year by the press under the 
nickname SwissLeaks. This Wednesday morning, 18 February, the Geneva 
Prosecutor’s Office entered the bank for a search.”
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Recent case law by the Swiss Courts includes the 
following decisions :
Administrative Federal Court (AFC):

 With several decisions dated late 2015, the AFC ruled that Switzerland could not grant administrative
assistance to the French authorities on the basis of stolen data, in that case data stolen from a French
Branch of UBS by an ex-employé, considering in particular that such information was obtained through a
criminal offence under Swiss law and thus against the principle of good faith.

[see decisions A-6843/2014 of 15 September 2015 – repealed by the SFC, A-6707/2014 of 24 November
2015 – challenged ; A-6337/2014 of 21 October 2015 – challenged ; A-6307/2014 of 2 November 2015–
challenged].

 In a decision dated 22 October 2015 (A-6849/2014), the AFC dismissed a request based on data stolen on
Swiss territory (and where the author was punished therefore), with regard to the theft of HSBC data by
Hervé Falciani. The AFC held in particular that even if French authorities gathered additional data through
subsequent proceedings, such proceedings were initiated on the basis of the stolen data.
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Swiss Federal Supreme Court (SFC):

 By decision of 16 February 2017 (2C_893/2015), the SFC has interpreted the expression “information
obtained through a criminal offence under Swiss law” contained in Art. 7 let. c TAAA as meaning criminal
offences effectively punishable under Swiss law, which entails that (a) objective conditions of the relevant
criminal law are fulfilled and (b) those offences are within the territorial scope of Switzerland. The SFC
repealed the AFC decision according to which Swiss authorities could not grant administrative assistance to
France on the basis of data stolen from a French Branch by an ex-employé, as there was in fact no criminal
offence under Swiss law.

 By decision of 17 March 2017 (2C_1000/2015), the SFC had to rule on a French request based on HSBC
data stolen by Hervé Falciani in Switzerland. The SFC dismissed the said request and expressly
distinguished this case from the one where the theft of data was not punishable under Swiss law (e.g. for
lack of criminal conduct on Swiss territory). This last decision confirms that Swiss authorities, as a rule,
cannot grant assistance to foreign tax authorities when the data on which the request relies were stolen in
Switzerland. Furthermore, the SFC made it clear that further evidence obtained based on stolen data
cannot heal the exception. In other words, the Court upheld the so-called theory of the poisonous tree,
according to which evidence gathered through legal means such as independent investigations, which were
however initiated on the basis of illegal evidence, is unacceptable. The SFC emphasized that the decisive
criterion is the existence of a causal relationship between stolen data and the request. However, the court
left the question open whether this limitation would also apply when the requesting state has obtained
the stolen data only indirectly, as this is the case of certain states that have acquired the Falciani List
indirectly from France.
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“Case HSBC-Falciani: The Federal Supreme Court denies to the French tax 
administration a request for mutual legal assistance based on stolen 
data”

“Switzerland will not help the French tax administration to search for 
fraudsters exposed in documents stolen by Hervé Falciani from HSBC.”

“The Federal Supreme Court emphasises that the French request is based on 
data obtained because of acts which are criminally punishable under Swiss 
law.”



Questions?

ECBA Conference - Prague, 22 April 2017
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Geneva
35, Rue de la Mairie
P.O. Box 6569
1211 Geneva 6
Switzerland
Tel +41 58 105 2000
Fax +41 58 105 2060
mhenzelin@lalive.ch

Zurich
Stampfenbachplatz 4
P.O. Box 212
8042 Zurich
Switzerland
Tel +41 58 105 2100
Fax +41 58 105 2160
mhenzelin@lalive.ch
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