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Information lifecycle
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Information lifecycle - simplified
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But World is not so simple
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Neither is life of information
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Neither is life of information — cont’d




Protection of information
INn different stages



Protection of information in different stages
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Information Creation / Usage — Obfuscation & Steganography

. So we have to... You know... Put the cat into the
oven...*

,lvanek, my dear friend, the carps have arrived.“

1 should not drink too much of this. But | am really
looking forward to drink it.*

»11ime for some traffic problems.”
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Information Storage

Typing PIN
Disk Decryption:
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Token Authentication:

l

Key Selection:

|

Data Opening:

Typing PIN Inserting Token

Typing Passphrase PassWallet Opening

Choosing Data Data Opening
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Information Distribution

Typing Password
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User Authentication:

Typing Message
Email Creation:

v

Typing Password
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Sending Email

Email Encryption:
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Information Archiving

Opening Document Hash Creation

Hash Calculation:

Sending Hash

Sending to TSA

Hash Uploading:

Sending TS
Time Stamping
QS E
. TS Attaching Encryption & Storage
Archiving:
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Information Termination

SW Installation Disk Connection

Preparation:

v

Wipe Process

Wipe:
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Protection of information in different stages

Delete is NOT
wipe

Is it needed? Authentication Authorization Validity

Channel
selection

000X
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Go physical,

Encryption really

Usability




Is It enough?
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Protection of information — is it enough?
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